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IMPROVEMENTS iN OR RELATING TO THE DEFEAT 
OF THE COPY PROTECTION OF OPTICAL DISCS 

The present invention relates to a method of copying a copy protected 
5 optical disc and to apparatus for copying a copy protected optical disc. 

The applicants' copending US application No. 10/838,186 describes a 
technique for copy protecting an optical disc carrying content and control data 
in a data area. Thus, in this proposal, content is arranged on the optical disc in 
10 one or more content files and control data provides access to the content. At 
least one region which contains unreadable or subversive data is provided 
within the data area , and access to the or each said region is prevented during 
normal playback of the content on the disc. 

15 In such a method of copy protection, the unreadable or subversive data 

which has been provided on the disc does not interfere with any legitimate 
usage of the disc because there Is no navigation on the disc which accesses 
the unreadable or subversive data. This means, therefore, that unreadable or 
subversive data which Is particularly effective can be incorporated onto the disc 

20 to provide maximum copy protection. 

The present invention seeks to provide methods to subvert such copy 
protection. 

25 According to a first aspect of the present invention there is provided a 

method of copying a copy protected optical disc, the optical disc carrying 
content and control data in a data area, the content being arranged in one or 
more content files, and the control data providing access to the content, 
wherein at least one region which contains unreadable or subversive data is 

30 provided within the data area, and wherein access to the or each region of 
unreadable or subversive data Is prevented during normal playback of the 
content on the disc, the method comprising: 

accessing the content on the copy protected optical disc by utilising the 
navigation provided for normal playback of the disc, 

35 storing the accessed content in a corresponding data area, and possibly 

including arbitrary data in any regions of the corresponding data area 
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which correspond to regions containing unreadable or subversive data. 

In this respect, if an attempt is made to copy the copy protected optical 
disc by extracting the data in the conventional linear manner, the unreadable or 
5 subversive data will prevent the copying process. 

In embodiments of the present invention, navigation paths can be 
utilised to ensure that the unreadable or subversive data is not accessed during 
the copying process. 

10 

In one embodiment, the navigation provided for normal playback 
comprises navigation paths defined by said control data which access the 
content on the disc, and there are no navigation paths which provide access to 
the at least one region of unreadable or subversive data, and the method 
15 further comprises accessing the content on the copy protected optical disc by 
navigating to the content utilising the navigation paths. 

For example, the navigation paths are mapped to identify regions of the 
data area which are not accessed by said navigation paths. The copying 
20 method may then further comprise accessing the data area in a linear manner 
and storing the content therein, but avoiding accessing any region identified as 
not accessed by navigation paths and storing arbitrary data in place of the 
content in the corresponding regions of the data area. 

25 Alternatively, the copying method further comprises playing the disc 

whereby the content on the disc is accessed in a manner determined by the 
navigation paths, and storing the content retrieved from the data area in a 
corresponding data area to build up an image of the content and control data 
on the disc. 

30 

In an alternative embodiment, the navigation provided for normal 
playback comprises navigation paths defined by said control data which access 
the content on the disc, and there are navigation paths which lead to the at 
least one region of unreadable or subversive data, but navigation paths are 
35 such that they do not provide access to the unreadable or subversive data 
during normal playback of the content on the disc, and the method comprises 
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accessing the content on the copy protected disc by navigating to the content 
utilising the navigation paths. 

For example, navigation paths defined by the control data are mapped to 
5 identify regions of the data area which are not accessed by the navigation 
paths, the copying method further comprising accessing the data area in a 
linear manner and storing the content therein, but avoiding accessing any 
region identified as not accessed by the navigation paths and storing arbitrary 
data in place of the content in the corresponding regions of the data area. 

10 

Alternatively, the copying method further comprises playing the disc 
whereby the content on the disc is accessed in a manner determined by the 
navigation paths, and storing the content retrieved from the data area in a 
corresponding data area to build up an image of the content and control data 
15 on the disc. 

In the above embodiments, the stored content may be utilised to 
produce a copy disc. 

2 0 Additionally and/or alternatively, the stored content may be provided as 

a stored disc image and simply stored, for example, on a user's computer for 
playing when required. 

The at least one region of unreadable or subversive data may be formed 
25 within an individual content file, as an additional content file, or as a gap 
between two adjacent content files, and the method may then comprise 
accessing the content files to retrieve their content, and storing the content in 
corresponding content files. In this respect, the content files are preferably 
video object files and are composed of video objects (VOBs) which are divided 
30 into cells. The cells can be accessed by respective pointers in navigation paths 
defined by the control data. 

In one embodiment, the arbitrary data in eluded in said regions of the 
data area comprises sectors of zeros. 

35 

The present invention also extends to a method of copying a copy 
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protected optical disc, tiie optical disc carrying content and control data in a 
data area, the content being arranged in one or more content files, and the 
control data providing access to the content, wherein at least one region which 
contains unreadable or subversive data is provided within the data area, and 
5 wherein access to the or each region of unreadable or subversive data is 
prevented during normal piayback of the content on the disc, the method 
comprising: 

reading the content in the data area of the copy protected optical disc in 
a linear manner, and 
10 storing the content from the data area in a correspondin g data area, 

but, upon encountering a region of unreadable or subve rsive data, 
recognising that a region of the disc contains subversive data, and using 
search techniques to determine the overall size of the subversive region, 
ceasing to read that region and storing arbitrary data in regions of the data area 
15 corresponding to said region. 

The subversive region is 'skipped' as part of the copying process, 
thereby avoiding the time consuming process of waiting for th& DVD drive to 
attempt to read each sector of subversive d$ta. Copying is resumed after the 
20 subversive region. 

If required, the method may comprise burning a disc from the stored 

information. 

25 Generally, the at least one region of unreadable or subversive data is 

formed within content files, as an additional content file, or as a gap between 
two adjacent content files. The content files may be video obj&ct files and are 
composed of video objects (VOBs) which are divided into cells, and the cells 
can be accessed by respective pointers in a program path. In one 

30 embodiment, there are no pointers on the disc providing access to the at least 
one region of unreadable or subversive data. Alternatively, the re are pointers 
on the disc accessing the at least one region of unreadable or subversive data 
but navigation paths are such that the unreadable or subversive data is not 
accessed during normal playback of the content of the disc. 

35 

Preferably, the arbitrary data included in said regions of the data area 
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comprises sectors of zeros. 

The present invention also extends to apparatus for copying a copy 
protected optical disc, the optical disc carrying content and control data in a 
5 data area, the content being arranged in one or more content files, and the 
control data providing access to the content, wherein at least one region which 
contains unreadable or subversive data is provided within the data area, and 
wherein access to the or each region of unreadable or subversive data is 
prevented during normal playback of the disc, said apparatus comprising: 
10 means for accessing the content on the disc by utilising the navigation 

provided for normal playback of the disc; and 

means for storing the accessed content in a corresponding data area. 

In one embodiment, the navigation provided for normal playback 
15 comprises navigation paths defined by the control data which access the 

content of the disc, but there are no navigation paths which provide access to 
the at least one region of unreadable or subversive data, and said means for 
accessing the content on the disc comprises means for mapping the navigation 
paths, and means for accessing regions of the data area which have not been 
20 identified as said regions, in a linear manner, and wherein said storage means 
is arranged to store the accessed content from the data area into a 
corresponding data area, and to store arbitrary data into said regions of the 
corresponding data area. 

25 Where the navigation provided for normal playback comprises 

navigation paths defined by the control data which access the content of the 
disc, and there are navigation paths which lead to the at least one region of 
unreadable or subversive data, the navigation paths may be such that they do 
not provide access to the unreadable or subversive data during normal 

30 playback of the content on the disc, and said means for accessing the content 
on the disc comprises means for mapping the navigation paths to identify 
regions of the data area which are not accessed by said navigation paths, and 
means for accessing regions of the data area which have not been identified as 
said regions, in a linear manner, and wherein said storage means is arranged 

35 to store the accessed content from the data area into a corresponding data 
area, and to store arbitrary data into said regions of the corresponding data 
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area. 

In an alternative embodiment, said means for accessing the content on 
the disc comprises means for receiving the output from an optical disc player, 
5 and wherein said means for storing is arranged to retrieve the content from the 
output and to store the retrieved content in a corresponding data area whereby 
a copy of the content and possibly the control data on the disc is stored. 

The present invention also extends to apparatus for copying a copy 
10 protected optical disc, the optical disc carrying content and control data in a 
data area, the content being arranged in one or more content files, and the 
control data providing access to the content, wherein at least one reg ion which 
contains unreadable or subversive data is provided within the data area, and 
wherein access to the or each region of unreadable or subversive data is 
15 prevented during normal playback of the disc, the apparatus comprisi ng: 
means for reading the content on the disc in a linear manner; 
means for storing the content in the data area in a correspondi ng data 

area; 

means for halting reading by said reading means on encountering 
20 unreadable or subversive data in a region of the data area; and 

means incorporating arbitrary data into regions of said corresponding 
data area which correspond to said region; and 

means by which copying is resumed after the subversive regio n. 

25 Apparatus as defined above may additionally comprise means for 

burning the accessed content and the incorporated arbitrary data onto an 

optical disc. 

Embodiments of the present invention will hereinafter be described, by 
30 way of example, with reference to the accompanying drawings, in which: 
Figure 1 illustrates the structure of data on a DVD; 
Figure 2 shows the structure of a video title set (VTS) in a DVD; 
Figure 3 shows a view similar to that of Figure 2 but illustrating copy 
protection by the provision of an unstructured region in a video object; 
35 Figure 4 is a view similar to that of Figure 3 except that the addition to 

the video object is an additional cell; 
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Figure 5 is a view similar to tliat of Figure 3 but shows the provision of 
gaps between files in a DVD-Video zone; 

Figures 6a and 6b illustrate the provision of two different playback paths 
using interleaving of video objects; 
5 Figure 7 shows the structure of a video title set (VTS) where interleaving 

is used in a technique as illustrated in Figures 6a and 6b; 

Figure 8 shows the provision of subversive data in interleaved content in 
a video title set; 

Figures 9a to 9e illustrate schematically VTSTT_VOBS and the copy 
10 protection of a DVD and a circumvention method of the invention; and 

Figure 10 illustrates an apparatus for use in circumventing the copy 
protection of an optical disc. 

The present invention is applicable to optical discs in general, but is 
15 described herein with reference to DVD formats. The Invention is applicable to 
all DVD formats. 

As is known to those skilled in the art, data is written to a DVD by 
appropriate mastering means in a bit stream to form pits and lands on the disc. 
20 In this respect, in a DVD writer the mastering means will generally be a laser 
beam recorder. Laser beam recorders are also used in mastering houses, but 
alternative mastering techniques are available and may be utilised. 

As is well known, the pits extend along a spiral track on the surface of 
2 5 the disc and are separated by lands. Thus, the data on the DVD is arranged 
along the spiral track. As shown in Figure 1 , this data along the spiral track is 
structured to have a Lead-in 40, a data area 42 and a Lead-out 44. 

The structure of the data on the DVD is the subject of standards, and is 
30 well known to those skilled In the art. Accordingly, only parts of the data 
structure which are relevant to the present invention are described and 
illustrated herein. As is further indicated in Figure 1, the data area 42 includes 
a volume descriptor 46 which identifies the structure and contents of the data in 
the data area 42. This volume descriptor 46 is followed by a DVD-Video zone 
35 43 and possibly by other DVD zones 45. The DVD-Video zone 43 comprises 
structures such as a Video Manager (VMG) and a number of video title sets 
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(VTSs). Information files (IFO) 48 are provided in tlie Video IVIanager (VIVIG) 
and In each of tine video title sets (VTSs) and provide the syntax by which 
navigation to video objects (VOBs) 50 is achieved. As is well known, each 

video object 50 contains MPEG streams, such as video, audio, and other 
5 content streams. The other content streams may comprise text and graphics, 
for example. A video object 50 also inciudes control data for controlling the 
presentation of itr; content together with control data enabling the data within 
the video object to be searched. The video objects 50 compose a set of video 
objects for the titles (VTSTT_VOBS) in video title set VTS#1 . The 
10 VTSTT_VOBS is divided into video object files 51 whose size does not exceed 
1GB. 

Figure 2 shows the structure of a video title set (VTS) and illustrates 
how, in a DVD, a movie, for example, stored in a single video object 50, can be 
15 accessed and navigated and thereby played. 

In Figure 2, not all of the connections and pointers between files in the 
DVD-Video structure have been illustrated. Instead, Figure 2 illustrates how a 
single video object 50 is addressed. 

20 

In the structure illustrated in Figure 2 there is a video title set (VTS) 52 
containing a collection of titles 54. Each title 54 includes one or more program 
chains 56. In Figure 2, the title 54 "TITLE yy" addresses the chosen video 
object 50 and does so by way of program chain x. Each program chain 56 
25 includes a number of individual programs as 58 which are typically arranged to 
be played in sequence. Each of the programs 58 has one or more pointers as 
60, and each pointer 60 addresses a particular part of the corresponding video 
object. 

30 As is illustrated in Figure 2, each video object 50 is divided into a 

number of individual cells 70. Typically, each of the programs 58 points, by 
way of its pointer 60, to an individual one of the cells 70 of the video object 50. 
However it is possible as also indicated in Figure 2 for a single program 58, as 
program 1, to have more pointers 60, for example, two pointers which address 

35 two cells 70, as cells 1/1 and 1/2. The arrangement is generally that, as the 
programs 58 are played in sequence by way of the relevant program chain 56, 
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the cells 70 within the video object 50 are similarly accessed in order. 

Figure 3 shows an arrangement similar to that of Figure 2 except that 
the DVD illustrated in Figure 3 has been copy protected by a technique as 
5 described and claimed in the applicants' copending US application 

No. 10/938,186. it will be seen, by a comparison of Figures 2 and 3, that an 
unstructured region 72 has been interposed between two cells 70 of the video 
object 50. As is also shown in Figure 3, subversive data indicated at 74 has 
been incorporated within the unstructured region 72. There is a buffer area 76 
10 on either side of the subversive data 74 within the unstructured region. 

The subversive data 74 in the unstructured region 72 of the video object 
50 may be any data which will stop or subvert a drive reading or playing the 
content of the region 72 on an optical disc, and/or will stop or significantly slow 

15 down the copying of data from the optical disc and/or will prevent usable copies 
of data on the disc being made. Examples of subversive data which meet 
these requirements include data with incorrect error correcting codes, and 
information which has been deliberately altered. The data might be, or include, 
data patterns chosen to cause DSV problems, for example, chosen to ensure 

2 0 that the DSV has a significant absolute value and/or that the DSV has a rapid 
rate of change. A description of DSV data patterns and the problems they 
cause is given, for example, in WO 02/1 1 1 36. It is additionally and/or 
alternatively possible to provide data which has mistimed waveform transitions, 

25 In the main, it is expected that values of the data, which may be content 

and/or control data, will be changed during encoding of the data onto the 
optical disc whereby the subversive data is produced. However, it is 
additionally and/or alternatively possible to provide subversive data on the 
optical disc by mechanically or physically damaging bits or sectors of bits on 

30 the disc. 

Examples of data which has been altered, and which can therefore 
provide subversive data for copy protecting a disc are described, for example, 
in WO 00/74053, WO 01/61695 and WO 01/61696. 

35 

Of course, when provided on an original disc, subversive data could 
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cause problems for a device seeking to play or otherwise use the optical disc 
for legitimate purposes. Accordingly, and as shown in Figure 3, steps may be 
taken to ensure that during normal use of the optical disc, for example, during 
play by a device, the subversive data 74 is never accessed. In this respect, 
5 and as illustrated in Figure 3, there are no pointers 60 in the main program 
chain 56 pointing to the unstructured region 72. It will also be appreciated from 
a consideration of Figure 3, that if the program chain 56, for example, is 
executed, the device will not navigate to the unstructured region 72. In this 
way, the subversive data can be provided on the disc without any risk that it will 
10 subvert normal playing of the disc. 

As set out above, there is a buffer area 76 on either side of the 
subversive data 74 within the unstructured region 72. In this respect, some 
devices do read ahead when playing a disc. Thus, it may be that a device 

15 which has been caused to access the first cell and then the second cell of the 
video object file 50 may look ahead to the next cell and, in the arrangement of 
Figure 3, would encounter the unstructured region 72. To ensure that there is 
no risk that any such look ahead techniques would encounter the subversive 
data 74, the areas of buffer data are provided. Generally, the data within the 

20 buffering zones 76 has non-subversive properties and, for example comprises 
pluralities of zeros. 

Thus, it will be understood from the above that a DVD can be provided 
with subversive data as 74 without risk that that subversive data will adversely 
2 5 affect normal playing of the disc. 

When an attempt is made to read data from a copy protected disc as 
illustrated in Figure 3, rather than playing the video and audio content on the 
disc, many commercially available devices arranged to copy DVDs seek to 

30 extract all of the data on the disc. Copying is generally undertaken on a sector 
by sector or on a file by file basis. For example, the device accesses each 
sector on the disc in turn to extract the data in that sector. Thus, during a 
copying operation, the device will access the unstructured region 72. It is 
possible that the subversive data 74 in the unstructured region 72 will cause 

35 the read operation of the disc to fail or to be slowed significantly. Alternatively, 
the subversive data may result in the generation of error flags which will mean 
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that any copy that the device is able to mal^e will generally be unplayable. 

Not only is it arranged that there is no navigation to the unstructured 
region 72, but no information about the existence or location of the region is 
5 explicitly included in the information file 48. 

Alternatively, some information about the unstructured region might be 
included in the Video Title Set Infomnation (VTSI) Table of the information file 
48. 

10 

As illustrated in Figure 3, subversive data 74 may be included in the 
video object 50 by inserting therein an unstructured region 72 also containing 
buffering zones 76. 

15 As is shown in Figure 4, the subversive data may alternatively be 

contained in a structured cell which is never accessed. That is, a region of 
subversive data may be inserted into existing or additional, but unplayed, cells. 
Buffering zones are then provided around the subversive data. 

2 0 Where subversive data is inserted into existing or additional cells, this 

will increase the size of the VTSTT_VOBS. If the resulting size of the video 
object files 51 into which VTSTT_VOBS is divided exceeds the maximum size 
allowed, (1GB), the boundaries of the video object files 51 are moved and/or 
new video object files 51 may be created. 

25 

In Figures 3 and 4, subversive data has been provided in an 
unstructured region and/or in an additional cell inserted into a video object 50. 
Subversive data may also be incorporated into one or more existing cells if it is 
ensured that there is no navigation to the existing cell which incorporates the 

3 0 subversive data during playback of the content on the disc. 

In Figures 3 and 4 the subversive data has been inserted in the video 
object 50. It is also possible to include the subversive data in other regions of 
the content files to which there is normally navigation during playback of the 
35 content on the disc. As illustrated in Figure 5, the DVD-Video zone 43 

comprises a Video Manager (VMG) and a number of video title sets (VTSs) 
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which are composed of various files. There is navigation to these files, for 
example, by way of the information files (IFO) 48 provided. 

Subversive data may be included in other regions of the data area to 
5 which there is no navigation during playback of the content of the disc. In some 
syntaxes, gaps 49 are provided between files and subversive data may be 
inserted into such gaps 49. It will be appreciated that no navigation is provided 
to such gaps 49. 

10 Additionally and/or alternatively gaps 49, as shown in Figure 5, may be 

inserted between files in the DVD-Video zone 43 and then subversive data may 
be inserted into the gaps created. Figure 5 illustrates locations at which gaps 
49 may be inserted. 

15 Figures 6a and 6b illustrate a known technique for allowing two or more 

versions of a movie, for example, to be carried by a single DVD in an efficient 
manner. The movie is stored in video objects 50 and the material which is 
common to both versions of the movie is only present once on the disc to 
preserve space. Where the two versions diverge, their content is interleaved 

2 0 so that the size of the jumps required by the device playing the disc during disc 
playback are sufficiently small that seamless playback of the content can occur. 

Thus, Figures 6a and 6b illustrate a portion of the playback of two 
versions of a single movie where Figure 6a shows playback of a first version, 

2 5 for example, the theatrical release version, whilst Figure 6b shows playback of 
an extended version, for example, the director's cut. It will be seen, therefore, 
that the cells 1/1, 1/2, 1/3 of a first video object 50 (VOB 1) are common to both 
versions but that, in Figure 6a, the theatrical version then plays the cell 2/1 
which constitutes a second video object (VOB 2) and then moves to the first 

30 cell 4/1 of a fourth video object (VOB 4). By contrast, and as shown in Figure 
6b, the extended version omits the second video object (VOB 2), and thus the 
cell 2/1 , and plays instead the cells 3/1 and 3/2 in a third video object (VOB 3). 

Figure 7 shows the structure of the video title set (VTS) for the technique 
35 illustrated in Figures 6a and 6b and shows an arrangement of the cells 2/1 and 
3/1 and 3/2 of Figures 6a and 6b on the disc. As is illustrated in Figure 7, the 
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second and third video objects, VOB 2 and VOB 3 have each been sliced into 
three parts and have been interleaved as indicated at 150 to form three 
interleaved units (ILVUS). The effect is to interleave the cell 2/1 with cell 3/1 
and with cell 3/2. 

5 

As is shown in Figure 7, a program chain block 100 containing two 
program chains 56 is provided. The first program chain PGC 1 will piay the 
theatrical version of the movie as illustrated in Figure 6a, whilst the second 
program chain PGC 2 will play the director's cut version illustrated in Figure 6b. 

10 

It will be appreciated from a consideration of Figure 7 that when the 
program chain PGC 1 is executed, cells 1/1, 1/2, 1/3, 2/1 and 4/1 will be 
played. Thus, the pointer, cell 4, of the fourth program PG 4 of the first 
program chain PGC 1 accesses the three units (ILVUs) composing cell 2/1 and 
15 effectively jumps over the unwanted interleaved cells 3/1 and 3/2. Similarly, 
when the second program chain PGC 2 is executed, cells 1/1 , 1/2, 1/3, 3/1, 3/2 
and 4/1 are played whereby the director's cut as shown in Figure 6b is played. 

This interleaving technique can be utilised to provide an alternative copy 
2 0 protection technique as described above, as is illustrated in Figure 8. Thus, 
and as shown in Figure 8, the cells with the content which is to be played are 
provided along a single, sequential, navigable path. However, an additional 
cell 3/1 is provided which contains subversive data. Specifically, an additional 
video object, VOB 3, split into one or more ILVUs 154 is provided, where one or 
25 more ILVUs 154 contain subversive data and are interleaved with existing 
content data. 

The arrangement of the subversive data on the disc is shown in Figure 8 
which illustrates an interleaved block 156 composed of two video objects, VOB 

30 2 and VOB 3, which have been interleaved. This interleaved block 156 is 
interposed between the first and fourth video objects 50. It will be appreciated 
that cell 1/2 contains playable information. This cell 1/2 has been assigned a 
new VOB ID and effectively sliced and Interleaved with the ILVUs 154 of 
subversive data. As indicated, pointers navigate the drive over the regions of 

35 subversive data. In addition, buffer zones and other techniques may be used 
within the subversive data regions to ensure that they do not interfere with 
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normal play of the disc. 

The subversive data may be any data which will stop a drive reading or 
playing an optical disc and may be in accordance with any of the examples 
5 described above. 

It will be appreciated from Figure 8 that subversive data 154 is provided 
in a cell 3/1 to which there is no navigable path. Figure 8 also shows the 
logical structure of the relevant video title set VTS 1 . It will be seen that the 

10 navigable path 130 of Figure 8 includes cells 1/1, 2/1 and 4/1. The cell 3/1, 
containing the subversive data, is provided along a non-navigable path 130'. 
The structure of Figure 8 has a single program chain PGC 1 with three 
programs PG 1 , PG 2 and PG 3, and three pointers cell 1, cell 2, cell 3, As set 
out above, the subversive data 154 in the third video object has been 

15 interleaved with the second video object to form the interleaved block 156 
having unplayed interleaved units 154. 

It will be seen that none of the pointers cell 1, cell 2, cell 3 access the 
ILVUs 154. Thus, playback of the structure of Figure 8 will be along the 
20 playback path 130 and the subversive data 154 will not be accessed. 

However, and as previously, attempts to copy a disc, with a structure as in 
Figure 8, on a sector by sector or file by file basis will either result in a failed, or 
significantly slow, read operation or produce an unplayable copy. 

25 As described above, an optical disc is copy protected by incorporating 

subversive data in the data area, for example, in or between content files, and 
by ensuring that no navigable paths lead to the subversive data. This ensures 
that the optical disc can be played without problems but prevents the making of 
usable copies, particularly when copying is on a sector by sector or file by file 

30 basis. It is ensured, in the examples above, that there are no navigable paths 
to the subversive data by omitting pointers or other navigation or program paths 
which lead to, and thereby enable access to, the subversive data. 

An alternative technique is to provide pointers to subversive data but to 
35 have control data associated with the navigation paths so that regions including 
subversive data are not accessed during playback. For example, in a structure 
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as shown in Figure 8, pointers (not shown) may be provided in program chain 
PGC 1 to cell 3/1 . However, suitable pre-commands or other arrangements are 
made such that the playback of cell 3/1 is prevented. 

5 The present invention seeks to circumvent the copy protection for an 

optical disc which has been described above. 

As described above, the drives which can be controlled to extract the 
data from a disc, generally extract the data linearly on a sector by sector, file by 
10 file, or in the case of IFO parsing class of rippers, a cell by cell basis. In this 
eventuality, the drive is adversely affected by the subversive data provided as 
described above. 

It will be appreciated from a consideration of Figure 3, for example, that 

15 there may be no pointers 60 pointing to the additional cell or region 72. 
Alternatively, points may lead to the region of subversive data but the 
navigation paths providing such pointers may have been altered such that the 
pointers do not provide access to the subversive data. One circumvention 
technique of the invention, therefore, searches the contents of the disc to map 

2 0 all possible navigable paths. This can be done, for example, by the use of an 
information file parser and interpreter. By mapping all of the navigation paths, it 
is then possible to identify regions in the data area on the disc which are not 
accessed by navigation paths. These regions will include those to which there 
are no pointers, and regions to which there are pointers but to which navigation 

25 is prevented by appropriate commands for the navigation paths concerned. It 
is known that such regions, which are not accessed, will include the subversive 
data. Thereafter, the identified regions can be avoided during a copying 
procedure to enable all of the useful data to be obtained from the disc and all of 
the subversive data to be avoided. Generally, a copy of the data on the disc 

30 will be stored in memory. It may be advisable to store arbitrary data such as 
pluralities of zeros in any regions which have been identified as not addressed 
by navigation paths. 

In an alternative approach, the data on the disc is read in a linear 
35 manner, but at a low level, for example, at the level of the bit stream, or before 
encoding, interleaving and scrambling of the data. If, on accessing any region. 
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it is found that the region is unreadable or provides errors, that region is 
identified as one with subversive data and arbitrary data, such as a plurality of 
zeros, can be inserted in place of the subversive data in that region. In this 
way, an image of the data on the disc can be obtained. 

5 

Either of these techniques can be undertaken by appropriate software, 
the design of which will be within the competence of those skilled in the art. 

It will be appreciated that the stored information and control data 
10 obtained from the copy protected disc by each of these techniques can be used 
to form a copy disc. 

Figures 9a to 9e illustrate schematically the copy protection of a DVD 
and another embodiment of a method of the invention able to circumvent the 
15 copy protection. Thus, Figure 9a indicates an original unprotected DVD, at the 
level of VTSTT_VOBS and indicates the video objects 50 to cells of which 
pointers P are directed. 

Figure 9b indicates the interposition of. a region 250 of subversive data 
20 within VTSTT_VOBS whereby the disc of Figure 9b is copy protected as 
described above. 

If the disc of Figure 9b is copied by extracting the data sector by sector, 
or file by file, in a linear manner, as is usual, the data extracted may be 
25 somewhat as shown in Figure 9c in which structure such as the Video Title Set 
Information file (VTSI) and a first video object 50 have been extracted but, the 
existence of the subversive data in a following region has caused the drive 
extracting the data to fail in its operation. 

30 As shown in Figure 9d, an image of the disc as illustrated in Figure 9b 

can be obtained by a method of the present invention which is described further 
below with reference to Figure 10. In this method, the region 250, including the 
subversive data, is not accessed during extraction of data so that only the VTSI 
and the useful video objects 50 are extracted from the data area. 

35 



The image built up of the disc can be burned onto a copy disc as 
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indicated in Figure 9e. In the copy disc, the region 250 which was not 
accessed, has been filled with arbitrary data to create a region 260. For 
example, the data within the region 260 can, be a plurality of zeros. In this 
respect, it will be appreciated that as with the disc shown in Figure 9b, the disc 
5 of Figure 9e does not, in use, provide for the region 260 to be accessed. The 
only requirement, therefore, for the arbitrary data to be incorporated in the 
region 260 is that it should not, itself, cause readability problems. 

Figure 10 shows apparatus which may be used to obtain an image of a 
10 copy protected disc as shown, for example, in Figure 9d and which may be 
used to provide a copy disc as shown in Figure 9e. 

In the apparatus of Figure 10, a DVD reader 80 is provided for playing 
DVDs. In known manner the DVD reader outputs video and audio, which is fed 

15 via an MPEG decoding control unit 82 to display means 84. In this respect, the 
number of stages in the DVD player can be chosen as required and the stages 
may be provided by software, hardware or firmware. The infomnation from the 
DVD, which is to be displayed by way of the display means 84, is fed to the 
display means 84 by way of a communication channel which is indicated at 86. 

20 Commands associated with the information, either from the control unit 82, or 
from the data on the disc, are similarly applied to the bus 86. 

The apparatus of Figure 10 includes a copying device 90, which may be 
rendered in software, hardware or firmware. The copying device 90 taps into 

25 the communication channel 86 to access both the content output from the DVD 
reader 80, that is, a movie, for example, and the associated commands sent to, 
and received from, the control unit 82. The device 90 then stores in memory 92 
sector data and associated commands obtained from the DVD output on the 
bus 86. Specifically, the copying device 90 will be able to obtain the content 

30 from a sector on the disc and identify the number of that sector. In this way, 
the copying device 90 is able to build up an image of the disc as shown in 
Figure 9d. This image is stored in the memory 92. As described above, this 
stored image may then be used to produce a copy disc, as indicated in Figure 
9e. 

35 

The copying technique described is able to copy the disc, even though it 
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has been copy protected, because it looks at the information accessed by a 
player and, thereby, does not access the subversive data. Thus, the copying 
technique works because the copy protection has been added to the disc in a 
way which does not interfere with the playing of the disc. 

5 

It will be appreciated that on a DVD there are often several titles. For 
example, there may be a movie together with features about that movie, about 
personnel associated with the movie, out-takes and other additional material. It 
will be appreciated that a full copy of the disc, therefore, can only be made if 
1 0 the apparatus of Fig ure 1 0, for example, is made to play all of the titles on the 
disc. It would be possible, of course, for the counterfeiter to run all of the 
options on a disc manually. However, in a preferred embodiment the copying 
apparatus 90 is programmed to command the l\/IPEG decoding control unit 82 
to cause all of the Information on the DVD to be read without user Intervention. 

15 

As previously, the copy which Is obtained on the disc, for example, the 
image as shown in Figure 9d can simply be saved. This stored copy contains 
titles, for example, extracted from the DVD and can be utilised as if it were a 
physical disc whilst the device 90 remains connected to the channel 86. Thus, 
20 the stored disc image can be played upon receipt of commands from the 

control unit 82. Generally, however, it Is to be expected that the region 160 will 
be filled with zeros, or other arbitrary data, and that the image would then be 
used to burn a DVD in the usual manner. 

25 It will be appreciated that variations in, and amendments to, the 

invention as described and Illustrated may be made within the scope of the 
appended claims. 
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CLAIMS 

1 . A method of copying a copy protected optical disc, tlie optical disc 
carrying content and control data in a data area, the content being arranged in 

5 one or more content files, and the control data providing access to the content, 
wherein at least one region which contains unreadable or subversive data is 
provided within the data area, and wherein access to the or each region of 
unreadable or subversive data is prevented during normal playbacl< of the 
content on the disc, the method comprising: 
10 accessing the content on the copy protected optical disc by utilising the 

navigation provided for normal playback of the disc, 

storing the accessed content in a corresponding data area, and 
including arbitrary data in any regions of the corresponding data area 
which correspond to regions containing unreadable or subversive data. 

15 

2. A method of copying a copy protected optical disc as claimed in Claim 1 , 
wherein the navigation provided for normal playback comprises navigation 
paths defined by said control data which access the content on the disc, and 
wherein there are no navigation paths which provide access to the at least one 

20 region of unreadable or subversive data, and the method comprising accessing 
the content on the copy protected optical disc by navigating to the content 
utilising the navigation paths. 

3. A method of copying a copy protected optical disc as claimed in Claim 2, 
25 wherein the navigation paths are mapped to identify regions of the data area 

which are not accessed by said navigation paths, the copying method further 
comprising accessing the data area in a linear manner and storing the content 
therein, but avoiding accessing any region identified as not accessed by 
navigation paths and storing arbitrary data in place of the content in the 
30 corresponding regions of the data area. 

4. A method of copying a copy protected optical disc as claimed in Claim 2, 
the copying method further comprising playing the disc whereby the content on 
the disc is accessed in a manner determined by the navigation paths, and 

35 storing the content retrieved from the data area in a corresponding data area. 
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5. A method of copying a copy protected optical disc as claimed in Claim 1, 
wherein the navigation provided for normal playbacl< comprises navigation 
paths defined by said control data which access the content on the disc, and 
wherein there are navigation paths which lead to the at least one region of 

5 unreadable or subversive data, but such navigation paths are such that they do 
not provide access to the unreadable or subversive data during normal 
playback of the content on the disc, and the method comprising accessing the 
content on the copy protected disc by navigating to the content utilising the 
navigation paths. 

10 

6. A method of copying a copy protected optical disc as claimed in Claim 5, 
wherein navigation paths defined by the control data are mapped to identify 
regions of the data area which are not accessed by the navigation paths, the 
copying method further comprising accessing the data area in a linear manner 

15 and storing the content therein, but avoiding accessing any region identified as 
not accessed by the navigation paths and storing arbitrary data in place of the 
content in the corresponding regions of the data area. 

7. A method of copying a copy protected optical disc as claimed in Claim 5, 
20 the copying method further comprising playing the disc whereby the content on 

the disc is accessed in a manner determined by the navigation paths, and 
storing the content retrieved from the data area in a corresponding data area to 
build up an image of the content and control data on the disc. 

25 8. A method of copying a copy protected optical disc as claimed in any 
preceding claim, wherein the disc is played by an optical disc player to obtain 
the content of the disc, and wherein the content output by the disc player is 
stored. 

30 9. A method of copying a copy protected optical disc as claimed in Claim 8, 
further comprising commanding the optical disc player to play all of the content 
of the disc such that the copy of the content data is complete. 

10. A method of copying a copy protected optical disc as claimed in any 
35 preceding claim, further comprising producing a disc from the stored content. 
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11. A method of copying a copy protected optical disc as claimed in any 
preceding claim, wherein at least one region of unreadable or subversive data 
is formed within content files, as an additional content file, or as a gap between 
two adjacent content files, the method comprising accessing the content files to 

5 retrieve their content, and storing the content in corresponding content files. 

12. A method of copying a copy protected optical disc as claimed in Claim 

11, wherein the content files are video object files and are composed of video 
objects (VOBs) which are divided into cells, and wherein the cells can be 

10 accessed by respective pointers in navigation paths defined by the control data. 

13. A method of copying a copy protected optical disc as claimed in Claim 

12, wherein at least one region of unreadable or subversive data is formed as 
an additional cell within a video object, and wherein there are no pointers 

15 accessing the additional cell. 

14. A method of copying a copy protected optical disc as claimed in Claim 
12, wherein at least one region of unreadable or subversive data is formed as 
an additional cell within a video object, and wherein there are pointers 

2 0 accessing the additional cell but the use of pre commands or cell commands 

ensures that the additional cell is not played during normal playback of the 
material. 

15. A method of copying a copy protected optical disc as claimed in Claim 
25 12, wherein at least one region of unreadable or subversive data Is inserted 

within a video object, and wherein there are no pointers accessing said region. 

16. A method of copying a copy protected optical disc as claimed in any 
preceding claim, wherein the arbitrary data included in said regions of the data 

3 0 area comprises sectors of zeros. 

17. A method of copying a copy protected optical disc, the optical disc 
carrying content and control data in a data area, the content being arranged in 
one or more content files, and the control data providing access to the content, 

35 wherein at least one region which contains unreadable or subversive data is 
provided within the data area, and wherein access to the or each region of 
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unreadable or subversive data is prevented during normal playbacl< of tfie 
content on the disc, tiie method comprising: 

reading the content in the data area of the copy protected optical disc in 
a linear manner, and 
5 storing the content from the data area in a corresponding data area, 

but, upon encountering a region of unreadable or subversive data, 
determining the size of the unreadable region using search techniques, ceasing 
to read this region, and continuing to copy after the subversive region. 

10 18. A method of copying a copy protected optical disc as claimed in Claim 
17, further comprising producing a disc from the stored content. 

19. A method of copying a copy protected optical disc as claimed in Claim 
17 or Claim 18, wherein at least one region of unreadable or subversive data is 

15 formed within an individual content file, as an additional content file, or as a gap 
between two adjacent content files. 

20. A method of copying a copy protected optical disc as claimed in Claim 

19, wherein the content files are video object files and are composed of video 
20 objects (VOBs) which are divided into cells, and wherein the cells can be 

accessed by respective pointers in a program path. 

21 . A method of copying a copy protected optical disc as claimed in Claim 

20, wherein there are no pointers on the disc providing access to the at least 
25 one region of unreadable or subversive data 

22. A method of copying a copy protected optical disc as claimed in Claim 
20, wherein there are pointers on the disc accessing the at least one region of 
unreadable or subversive data but navigation paths are such that the 

30 unreadable or subversive data is not accessed during normal playback of the 
content of the disc. 

23. A method of copying a copy protected optical disc as claimed in any of 
Claims 17 to 22, wherein the arbitrary data included in said regions of the data 

35 area comprises sectors of zeros. 
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24. Apparatus for copying a copy protected optical disc, the optical disc 
carrying content and control data In a data area, the content being arranged in 
one or more content files, and the control data providing access to the content, 
wherein at least one region which contains unreadable or subversive data is 

5 provideci within the data area, and wherein access to the or each region of 
unreadable or subversive data is prevented during nornnal playback of the disc, 
said apparatus comprising: 

means for accessing the content on the disc by utilising the navigation 
provided for normal playback of the disc; 
10 means for storing the accessed content in a corresponding data area; 

and 

means for incorporating arbitrary data into any regions of the 
corresponding data area which correspond to regions containing unreadable or 
subversive data. 

15 

25. Apparatus for copying a copy protected optical disc as claimed In Claim 
24, wherein the navigation provided for normal playback comprises navigation 
paths defined by the control data which access the content of the disc, but 
wherein there are no navigation paths which provide access to the at least one 

20 region of unreadable or subversive data, and wherein said means for accessing 
the content on the disc comprises means for mapping the navigation paths to 
identify regions of the data area which are not accessed by said navigation 
paths, and means for accessing regions of the data area which have not been 
identified as said regions, in a linear manner, and wherein said storage means 

25 is arranged to store the accessed content from the data area into a 
corresponding data area. 

26. Apparatus for copying a copy protected optical disc as claimed in Claim 
24, wherein the navigation provided for normal playback comprises navigation 

30 paths defined by the control data which access the content of the disc, wherein 
there are navigation paths which lead to the at least one region of unreadable 
or subversive data, but such navigation paths have been altered such that they 
do not p rovide access to the unreadable or subversive data during normal 
playback of the content on the disc, and wherein said means for accessing the 

3 5 content on the disc comprises means for mapp ing the navigation paths to 
identify regions of the data area which are not accessed by said navigation 
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paths, and means for accessing regions of the data area whicin liave not been 
identified as said regions, in a linear manner, and wherein said storage means 
is arra nged to store the accessed content from the data area into a 
corresponding data area. 

5 

27. Apparatus for copying a copy protected optical disc as claimed in Claim 
24, wherein said means for accessing the content on the disc comprises means 
for receiving the output from an optical disc player, and wherein said means for 
storing is arranged to retrieve the content from the output and to store the 

10 retrie\/^ed content in a corresponding data area whereby an image of the 
content and control data on the disc is stored. 

28. Apparatus for copying a copy protected optical disc as claimed in Claim 
27, further comprising means for commanding the optical disc player to play all 

15 of the content on the disc such that the stored image of the disc is complete. 

29. Apparatus for copying a copy protected optical disc, the optical disc 
carrying content and control data in a data area, the content being arranged in 
one or more content files, and the control data providing access to the content, 

20 wherein at least one region which contains unreadable or subversive data is 
provided within the data area, and wherein access to the or each region of 
unreadable or subversive data is prevented during normal playback of the disc, 
the apparatus comprising: 

means for reading the content on the disc in a linear manner; 

25 means for storing the content in the data area in a corresponding data 

area; 

means for halting reading by said reading means on encountering 
unreadable or subversive data in a region of the data area; 

means for determining the size of the subversive region on the disc; and 
30 means incorporating arbitrary data into regions of said corresponding 

data area which correspond to said region. 

30. Apparatus for copying a copy protected optical disc as claimed in any of 
Claims 24 to 29, further comprising means for burning the accessed content 

35 and a rbitrary data onto an optical disc. 
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31 . A method of copying a copy protected optical disc substantially as 
hereinbefore described with reference to the accompanying drawings. 

32. Apparatus for copying a copy protected optical disc substantially as 
5 hereinbefore described with reference to the accompanying drawings. 
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